Our BS25999 Story by Glenn Smith


The audit consisted of three stages over three months: a pre-assessment, Stage 1 - the document review, and Stage 2 – an on-site audit to verify a working system.  

Pre-assessment went through OK, but we knew we still had work to do.  

Stage 1 was when things became more difficult.  What encumbered us was the fact we had arrangements in place, they’d been tested and they worked – job done!  No.  The Standard asks for more: evidence, evidence, evidence!  We needed to go back over what we had previously put in place, analyse it, look at the risks, assess whether we had really dealt with them, were keeping an eye on things and were documenting it all.  There was also the issue of managing the Standard – linking non-conformities, risk, events, learning, documentation, identifying how new non-conformities would be added, how to close them properly and recognising that closing one may well mean opening another.  This was despite Adam Continuity having ISO9001 already.  

Stage 2 was more demanding.  The on-site audit looked for evidence of our ‘arrangements’.  Knowledge we had in abundance but documentation was still lacking.  The audit also required evidence of an operational system, this level of scrutiny a valuable experience, not only for ourselves but also for clients when working on like projects in the future.  

We did a lot of work in that intervening period and not just in relation to BS25999.  Some of the findings made us look deeper.  We remembered one of the objectives of a non-conformity is to identify the root cause.  Initially we spent time trying to fix each one in isolation, only to find ourselves re-visiting the same issue.  So we took a step back and decided that as BS25999 was a ‘Management Standard’, it therefore ought to fit in with everything else.  But if this new peg wasn’t fitting, then maybe we needed to look at a more universal hole i.e. to change our approach to the suite of Standards and make overall improvements.  Once we had made this commitment, life actually got easier with respect to how we managed the non-conformities and linked this process into risk management and other Standards without creating too much duplication, any confusion or more importantly any black holes.

Somebody asked me if we had sailed through… no - believe me there was much paddling going on in the team.  It was hard work and very time consuming.    If you’re seriously considering going for the Standard, let me summarise some learning points for you:

· Think about why you are doing it.  It is a British Standard, it’s not meant to be easy and so it requires commitment, effort, willpower and resources.  If these are not all in place, then think again.  If it is a regulatory or contractual requirement, fine, if not then use the Standard as a benchmark to begin with.
· It has to be joined up.  If you already have ISO accreditations, then review them at the same time.  Where are there overlaps?  Annexe A of the Standards shows you where controls are similar.  BS25999 is particularly good for that.  Take the big view.
· Records!  Business Continuity touches every part of an organisation, both front line and support services.  Don’t forget if any of these are outsourced, or fall within the Company group, they are likely to be in scope.  Areas we found ourselves re-visiting included training records (particularly informal sessions), decisions where we had agreed on risk mitigations (sometimes without even knowing it), debrief sessions, and competency evaluations for BCM related tasks (including Incident Management).
· Derivation documentation.  Ties in with the need for detail.  There are no exclusions in BS25999, it all applies.  This is where a working system can be an encumbrance, particularly if the initial documentation (BIA, Risk Management, Policy…) has not been updated.  Despite what we had, we started again.  Don’t miss any steps and think all you are doing is proving what you already know.  This is an opportunity for fresh thinking – you may well confirm what you knew but now at least you have the record.
· Maintenance.  The only thing worse than not achieving the Standard is to have it taken away.  Now we have our Certificate, we are committed not only to keeping information up to date but also to having a variety of exercises over time, completing internal audits, talking with stakeholders, continuing to train staff, measuring what we are doing, showing continuous improvement and paying for an external accreditation body.  We believe we have a good business case for doing this work, make sure you have. 

I hope I haven’t put too many people off, and if I have I hope for the right reasons.  I published an article some time ago entitled ‘Is BS25999 a trophy?’  Yes it is.  You have to work for it and it feels good when you have it, but also there is nothing wrong in using the Standard rule book to achieve good practice.

